. VDSPanel

Bce Balluu cepBepbl B 01HOM
naHesNM.

[Mo/IHbIM KOHTPOJ1b, NOJIHAA
£120 BPAH DG By s ssu iy rowoneus

X0cC 0BOro Heca. Pa3BépTbiBaHMe, 6e30MacHOCTb, pe3epBHble KOMWUKU, A0CTyMNbl U
ynpaB/ieHNe KANEHTaMW Mog, 04HOM KpblLlen.

OauH cepsep Ubuntu, HeorpaHMyeHHoe Balun AaHHble OCTaoTC MybTMapeHaHasn
YMCO MPOEKTOB y Bac WMHPPACTPYKTYpa




KAK 3TO BbIrA14A4UT CETOAHA VDSPanel

OTpenbHaA BUPTYaJ/ibHaA MallMHa NoJ Kaxabin
BHYTPEHHUMU NPOEKT?

Bo MHOMMX OpraHM3aLmnAX No4 Kaxkabl NOAL0MEH M BHYTPEHHEE NPUNOKEHUE NOgHUMALOT oTaenbHyo Windows-
BM. UTor: pacxoabl Ha AMLLEH3UUK, HAarpy3Ka Ha 06CNyKMBaHME U Pa3pPO3HEHHbIN NAapK CEPBEPOB.

Pa3po3HeHHOe MepaneHHbIM 3anycK

Pactywaa crommoctb BM
ynpasJsieHue NPOEKTOB

3anpocutb BM, ycTtaHOBUTb EE U
nunueHsna Windows m csos HacTpoutb ceTb/DNS noa HoBoE
OTCNEeXKMBaTb AOCTYMNbl, OOHOBNEHUA U
pesepsauusa CPU/RAM; 6onbluan .. BHYTPEHHee NpuaoXKeHne 3aHumaeT
. NPOEeKTbl CTAaHOBUTCA BCE TpyAHee.
YacCTb 3TUX MOLLHOCTEN NPOCTanBaerT. OHW; OONKHO 3aHUMATb MUHYTbI.

Raxzomy npoeKTy HyHa cBoR RDP k gecatkam BM no ogHow;



noaxoa vDS PANEL L VDSPanel

OauH cepBep Ubuntu, nsonmposaHHasa cpeaa
ANA Ka)XX[oro npoekra

Ceropps: oaHa BM Ha npoeKT VDS Panel: oagMH-e AMHCTBEHHbIU
cepsep

v, Kakapii nogaomeH B cobCcTBEHHOM

X appl.company.com - Windows VM #1 M30/MpPOBaHHOM KoHTYpe (K3s)

@ Java, Node, PHP, Python n Docker pa6oTtatoT Ha

X app2.company.com > Windows VM #2 OfHOM Cepaepe

HoBas npoeKTHaA cpeda 3a MUHYTbl, 6e3 3anaBKMU

X test.company.com -> Windows VM #3 Ha BM

DNS + SSL + 0bpaTHbIM NPOKCU HacTpamBatoTcA
aBTOMATUYECKM

X intranet.company.com > Windows VM #4

U3onayua koHmeliHepamu Ha o0Hom cepsepe Ubuntu emecmo nuyeH3suli Windows-BM u npocmausarouux mowHocmed.



MPOCTOTA UCNOJZIb3OBAHUA VDSPanel

OT git push go achmpa — 0o4AHMM NOTOKOM

o D <% & <

2> 2> 2>
git push C6opka ob6pasa Boiknagka nginx + SSL B SOUPE
KomaHzaa otrnpasaseTt YnakosbiBaeTcA M3onmMpoBaHHasa cpeaa Appecu ceptnoumKkat A e EaT
KO/, dBTOMATU4YEeCKUN K3s dBTOMATU4YECKU

Baliun KOMaHAb! BbINYCKAOT pein3bl, He Tporaa cepsep; NPOBEPKU A0 M Nocje pa3BEpTbiBaHWUA BbINOAHAOTCA
aBTOMaTU4YeCKN. U3mepeHHOe BpemaA pa3BEPTbIBaHMA: 13 ceKyHA,.



OAHA MAHEAD

BcAa Balla akcniyataums B 04HOMU NaHem

™

({0

KopnopatBHasa nouTta

MouTOBLIN cepBep KomnaHUu:
DKIM/SPF/DMARC, Be6-nourta,
dunbTpauma cnama

basbl gaHHbIX

PostgreSQL, MySQL, MongoDB,
Redis;n3onmposaHHana B/ nog,
KaKObl MPOEeKT

DNS v nogpomeHbl

BHYTpeHHUI 1 BHewHun DNS,
DNSSEC; noaaomeH Ha KaKAbli
NPOEKT aBTOMaTUYECKM

MOHMTOPUHI B
peasibHOM BpeMEeHMU

CPU/RAM/amcK, coctosaHue
CEepBMUCOB M XKypHa bl
MPUNOMKEHMI Ha OJHOM 3KpaHe

-

VDSPanel

ABTOMaTMyeckmm SSL

CepTUdMKaTbl ANA KaKA0ro
BHYTPEHHEro MPU/IONKEHUS;
60/blie He HY)KHO CAeauTb 3a
cpoKamu

UHCTPYMEHTbI

daiinosblt meHeaxep, Beb-
TEPMUHAJ, Cron u MeHeaxKep
npoueccos



PeanbHble 3KpaHbl NaHe U

[naBHaA NaHenb — CBOAKA CUCTE Mbl B peasibHOM BPpEMEHU U COCTOAHME MeTpuku — rpa duku CPU, RAM, aucka nHarpyskm3a 24 4aca
6e3onacHoCTH

\2 Vosrmal

CepBucbl — Prometheus, Grafana, nouta n DNS B 0 g41H KKK *ypHanbl — cobbiTnA 6e30na CHOCTU U e HTPaJIbHbIM MOTOK /IOTOB



be3onacHOCTb U HENMpepbIBHOCTb OM3HecCa

LLIMT OT aTaK — MOHUTOPUHTI L7 B peaIbHOM BPEME HW 1 C/10 M 33 LLLUT b AHanmzatak — uctopwus 3a 90 gHeMn uenesble URL

\2 VoS Panat VDS Yegskiame

Be3onacHoctb — WAF, Fail2ban, 3awmra ot DDoS mycune Hue SSH VDS Backup — nnaHMp 0BLUMK M 0613 YHble Ha 3HAYEHMS



HABNKWOAAEMOCTDb VDSPanel

’KuBble ME@TPUKH, NOJIHAA NMPO3PAYHOCTDb

J

KvBble pawboppabl B ctne Grafana
NnaHeNb - METPUKA

CPU, RAM, auck 1 ceteBoi TpaduK Ha rpadpurKax B peasibHOM BPEMEHM

YYET pecypcoB Mo KaxKAOMY CaMTy

MoTpebneHne B paspese NPUIONKEHUA — NAaHNMPOBaTh MOLLHOCTM /-\/\/\

CTaHOBUTCA NMPOCTO

'pacdmku atak 1 Tpacdmka

O6HapyeHne DDoS, 3a6/10KMpoBaHHbIE 3aMPOChl U HETUMNYHBbIN
TpaduK B peasibHOM BpeMEHM

YXypHanbl U cocToAHME CEpBMCOB . . I l .
KypHanbl NPUAOKEHUI U CUCTEMbI COBPaHbl Ha OJHOM 3KpaHe; .

cepBMCbI MOA NOCTOSIHHLIM HabAAeHNnEM

Mpobemsi 8bIA8AAOMCA 00 MO20, KAK UX 3aMemam 0/6308amesu; npu rnpessiueHuu nopo2os naHesb npucsblaaem
yeedomseHue.



BE3OMACHOCTDb

Be3onacHoOCTb B A4pe apXMTEKTypbl

(J DDoS Shield u WAF

ABTOMATUYECKUI PEXUM 33 LLNTLI BO BPEMSA
aTaku, 6aoKkmMpoBKa IP n ynpasneHue
npasunamun ModSecurity

g KypHan ayguta

KTo, 4To M Koraa usmeHun; GuUKcUpyerca
Kakzoe aenctene

& BcTpoeHHbIM Habop
CKaHepoB

CKaHMpOBaHWeE Ha BUPYCbI, YA3BUMOCTH
3aBucumocten (CVE) n neHTecT 13 6onee yem
140 TecToB — 3aMyCKAtOTCA M3 NAHENN

‘? O6Hapy:eHue
3aBUCaHMM

3asucLumne CepBUCbI BblIABNAKOTCA, AadXKe
KOraa OTYMUTbIBAOTCA KaK aKTUBHbIE, U
BOCCTaHaB/IMNBAOTCA aBTOMATUYECKU

do be3onacHOCTb y4ETHbIX
3anuMcen

PoneBoi f0CTyn, OT3bIB CECCUM U
OrpaHuWYeHme YacToTbl 3aNpocos; Bcero 14
C/N0EB

IEI ABTOMaTM4Yeckmnm SSL

CepTUdUKaTbI BbINMYCKAOTCA A/1A KAKAOTO
NPUNOXKEHUA U 0BHOBAAIOTCA 10 UCTEYEHUA
CpOKa



HENPEPbBIBHOCTb BU3HECA VDSPanel

KopnopaTtuBHOe pe3epBHOe KonMpoBaHMe,
roToBOE K XyALueMy

E MNepeHocHMbIM apxmB

dannbl, 6a3a gaHHbIX, noyTa, SSL 1 DNS B
O/ZIHOM MaKeTe, KOTOPbIA MOXKHO NEepPeHecTn
Ha Apyroi cepsep

Q) BHewHWe xpaHnamuia

ABTOMaTU4ecKas oTrnpaska B S3/MinlO, SFTP
1 GoogleDrive

& WndposaHue AES-256

Konun MoKHO WndpoBaTh CKBO3HbIM
0bpaszom, ytobbl UX HeNb3A BblN0 NPOUNTATL
BHE Balleli opraHunsaumm

) Mpoeepka LEeNOCTHOCTH

BHelHWe Konuu npoBepatoTca no
perynapHoOMy pacnmucaHuio

Noantnka xpaHeHuA
GFS

Yacosble, CYTO4YHble, HeaeNbHbIe U
MeCAYHbIE MOKONEHNA yNnpaBAAKTCA
ABTOMaTUYECKH

'f )  OTKaT B OAMH Lwar

BoccTtaHoBuTecb nocne Heyaga4yHOoro
06HOB/IEHMSA 33 CYUMTAHbIE MWUHYTbI



AOCTYN U YNPABNEHMUE VDSPanel

Pa3Hble nogpa3gesieHna, ogHo
AAMUHUCTPHUPOBAHMUE

0O) MH3onauyma komaHg u
Y noppaspeneHun

Kapgoe nogpa3saeneHune BUAMT TONbKO
CBOM NPOEKTbI; MybTMA pPeHAHaA MOLeNb
paboTaeT 1 BHYTPM OpraHm3aLLmm

CnpaBepgsmBoe
pacnpepeneHuve
pecypcos (QoS)

JiumunTbl CPU /RAM / Tpaduka no
NpPOoeKTaMm; eC/iv OHO NPUIOKEHNE
BCM/ECHY/0, OF PaHUYNBAETCA OHO, @ He
cepsep

g" PoneBas aBTOpM3aumnsa

Bawwa opraHu3aums 3a4aéT npaBayepes
pPOaN aAMUHUCTPATOPA, pa3paboTunka mn
HabnopaTens

.= KOHTpO/b KBOT U
‘=~  JIMMMTOB

KBOTbI MO AUCKY M pecypcam
NPUMEHAITCA a BTOMATUYECKM, 63
BHE3aMHOro ucyepnaHusa

CyBepeHUTeT AaHHbIX

Koa, 6a3bl AaHHbIX, NOYTa U
pe3epBHble KONMUN HUKOTAa He
NOKMAAOT Ball cepsep. JaHHble He
nepeaarTca TpeTbUM NULLAM, YTO
oTBeYaeT TpeboBaHMaMm GDPR u
BHYTpPEHHEro ayaura.

MaHens pabomaem Ha sawem
cepsepe.
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XOCTHUHIOBAA SKCNAYATALUUNA

[oTOoBaA MHMPpACTPYKTYpa A1 KOMAHA,

pa3smelLlalolmX K/IMEHTOB

YpoBHM apeHaaTopa 1
pecennepa

KNMEHTCKME aKKayHTbl U301MPOBaHbI APYT
oT Apyra; pecennepbl BeayT CO6CTBEHHbIX
KANEHTOB

Murpauus cPanel /
WHM / WiseCP

CainTbl, noyTa, 6a3bl AgaHHbIX M DNS-3anucu
MMMOPTUPYHOTCA aBTOMATUYECKM

YnpaBneHue Tapudamu
M KBOTaMM

JIuMmuTbl A1CKa, TpadmKa 1 pecypcos,
3a4aHHble B Tapudax, NpUMeHsIoTCA
aBTOMaTUYECKU

{6\} UHTerpauma c WiseCP

CVIHXpOHME’;aLI,l/IFl pecennepoB n akKKayHTOB
c 6unNnHrom B peanbHOM BpEMEHMU

VDSPanel

CnpaBepgsmsoe
pacnpepeneHue

pecypcosB (QoS)

Korga npunoxeHne 0gHOrO KAMEHTA
noTpebafeT CIMKOM MHOFO
pecypcoB, OrpaHN4YMBaAETCA TOJIbKO
3TOT calT, a He cepBep. J/iumutbl CPU,

RAM un TpadumKa NpuUMeHAoTCA K
KaXkOoMy CalTy OTAEe/NbHO.

OO0uH calim He Moxem
noJsioXumsb 8ecb cepsep.
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MOAY/IbHAA APXUTEKTYPA

VDSPanel

Paclwmpsemas MHTerpMpoBaHHasa naatgopma

MopaynbHaa CTpyKTypa

«

Moaynu noutsbl, DNS, Shield n pesepsHoro
KOMMPOBAHWUA BKIKOYAIOTCA MO Mepe
HeobxoaMMOoCTH

BcTpoeHHble
MHTerpaummu

GitHub, Cloudflare, S3/MinlO, Google
Drive, SonarQube n Nexus

@ KaTanor npunoxkeHun

vpApps cTaBut 6o1ee 50 NpuaoKEeHUH,
BKkAtoYas WordPress, BoguH wwar

0'6 REST API 1 Be6xXyKu

MoAKNHYa eTCA K BaLUMM BHYTPEHHUM
cMCTEMaM M OTKPbITANA CLEeHa preB
aBTOMaTU3aLUU

HenpepbiBHaA
paspaboTKa

MnaTpopma aKTUBHO pa3BMBAETCA:
BbiNyLeHo 6osee 300 pennsos.
O6HOB/IEHMA CTABATCA U3 CaMOiA
naHe/n B OOMH Luar.

Hy»kHbIl 8am Mody/ib
cnJiaHUpyem smecme.
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MOYEMY VDS PANEL VDSPanel

B cpaBHEHUU C ailbTEpPHATUMBaAMMU

Bo3moxHOCTb Knaccuueckas O6nauHbIN PaaS
naHenob
MNMonHas yctaHOBKa U3 ogHoro ¢aina (naHenb + B, + npokcu + K8s) — —
KoHTeliHepHan n3onaums ana Kaxaoro npunoxenunsa (K3s) — ~
Git push-to-deploy (Java/Node/PHP/Python/Docker) — v
MouTta + DNS + SSL + ynpaBneHue ¢paiinamm B o4HON NaHenu v —
BctpoeHHble DDoS + WAF + ckaHupoBaHue 6e30nacHoCcTH ~ ~
LLindpoBaHHOE BHeLIHee aBTOMaTUYeCKoe pe3epsuposanue (S3/Drive) ~ —
JInmunTbl pecypcoB no npoekTam (QoS) 1 aBTOMaTMUYECKOe OrpaHuYeHne — —
[JaHHble NONHOCTbIO Ha Ballem cepsepe v —
*Kusble pawbopabl meTpuk B ctune Grafana, yu€T pecypcos no cantam ~ ~
MonHasA NpocneXxnBaeMocTb Yepes }KypHan ayanta ~ —




C YEFO HAYATDH VDSPanel

[TOHATHbIM NYTb OT KOMMEP4YeCKoro
npea/ioXKeHMA Ao 3anycKa

O6cnepoBaHMe U KMBOE AE€MO
MO,D,eJ'Ib JIMUEeH3NPOBAHUA

Mbl pa3brpaem Baluu TpeboBaHMA N BMECTe NPOXOoAMM Mo

@ naHenn Ha peasibHOM cepBepe.
OfHa nuueHsuAa Ha cepeep

@ HeorpaHquHHoe ynca0 NoNb3oBaTesen U
NPOEKTOB YcTaHOBKa M MUrpauus

02

@ YCTaHOBKa BbIMOMHAETCA BMECTe C Hallel KOMaHAOoM,
Bes exxemecayHoW nnaTbl 32 NONb30BaTENA MUTPaLNA C CYLLLECTBYIOLWMX CUCTEM NNAHMPYETCA 3apaHee.

) .
O6HOBNEHUNS M3 CaMOW MaHenu

3anycK 1 nopaepkka

03

lpednoxeHue 8 meyeHue 1 paboyezo MposoanMm KpaTKkoe obyyeHne BalUMX KOMaHA,; obHoBAEHNA U
OHA [anblue NPUXOAAT U3 NaHesn.



[lpeBpaTUTE CBOMU NApK CEpPBEPOB B
naatdopmy.

3anpocuTe *K1BOE AEMO MOA Bally OPraHU3aLUmMio AN XOCTUHIOBbIN 6U3Hec. Mbl nponaém Becb
NyTb OT Ha4ya/a A0 KOHLA Ha OAHOM M3 BaLLMX TEKYLUMX MPOEKTOB U BMECTe COCTaBMM MaaH

MUrpaunn U yCtTaHOBKMU.
3anpocuTtb feMo

vdspanel.com - info@vdspanel.com - otBeTt B TeueHue 1 pabouero gHA
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